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Summary 
At first glance, the Ray-Ban Meta AI Glasses look like a conventional pair of eyeglasses. In fact, however, 
they incorporate a discreet camera, speakers, multiple microphones, and an AI assistant. The Hamburg 
Commissioner for Data Protection and Freedom of Information (HmbBfDI) conducted a technical 
investigation of the “Ray-Ban Meta Wayfarer (Gen 1)” model as a case study by tracing the structure 
of the Meta AI app (companion app), recording the app’s data transmissions, and finally disassembling 
the glasses to analyze their components. While the data transmissions remained largely encrypted and 
the glasses’ memory chip lacked any standard ports that would allow data to be read out, the 
application memory of the Meta AI app could be examined. The data contained therein consisted 
predominantly of comprehensible, predictable database structures. 

Surprisingly, tables were discovered whose names suggest facial recognition. The tables in question 
contained no entries. It can therefore be assumed that, at least so far, no facial recognition is taking 
place. However, the basic structures for adding such a feature in the future are already in place within 
the software. 

As part of its legal investigation, the HmbBfDI assessed the key data processing activities related to 
photo and video recordings, the use of Meta AI, and the publication of recordings on Facebook and 
Instagram from a data protection perspective. The investigation focuses on the data protection 
responsibilities of the glasses users with regard to the personal data of third parties. 

Even private individuals are generally subject to the provisions of the GDPR when using the glasses. An 
exception applies, for example, when close friends or family members are filmed (household 
exemption). 

The use of the glasses poses significant challenges with regard to transparency requirements. This is 
because the design of the glasses makes it difficult for third parties to recognize that they are recording 
devices. Although an outward-facing LED light is built in to indicate that photos or videos are being 
taken, it is only visible to a limited extent, depending on distance, viewing angle, and lighting 
conditions. The mere illumination of the LED alone is not sufficient to adequately inform data subjects 
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about the data processing. Rather, users would need to take additional measures—such as providing 
notices in the form of pictograms or verbal communication. 

For the processing of personal data using the glasses, the data subject’s consent or legitimate interests 
are generally considered as the legal basis. Both require a high degree of transparency: If consent is 
not given in an informed manner, or if the processing is based on legitimate interests even though this 
does not meet the reasonable expectations of the data subjects, the requirements of these legal bases 
are not met for that reason alone. 

Furthermore, a distinction must be made between three usage scenarios: 

1.) Use of the photo and video functions: The use of the glasses as a simple camera can generally be 
based on consent or legitimate interests. The general rules for taking photos and videos apply here. 

2.) Use of Meta AI: The transmission of third parties’ personal data via the glasses to Meta AI (without 
AI training) can be based on consent. Furthermore, interests such as navigation, translation, 
information gathering, or—in the case of visually impaired individuals—social participation may 
constitute legitimate interests that, on a case-by-case basis, outweigh the conflicting interests of 
affected third parties. The more uninvolved third parties are specifically collected, analyzed, or 
processed in sensitive contexts, the more likely it is that their rights and freedoms will prevail. 

If Meta AI’s AI training is not objected to, the legal assessment changes significantly. An additional legal 
basis is required for the transfer of third parties’ personal data to Meta for the purpose of AI training. 
This leads to further transparency requirements, particularly since third parties generally do not expect 
that recordings will be permanently incorporated into Meta’s AI models. Within the framework of 
legitimate interests, the rights and freedoms of the affected third parties generally outweigh Meta’s 
interest in training. Furthermore, users cannot invoke the household exemption. Rather, they become 
joint controllers with Meta with respect to the training data. 

3.) Use in Connection with Social Networks: The publication of third-party photos and videos on social 
networks can generally be based on consent or, within narrow limits, on legitimate interests. Consent 
must explicitly refer to the publication as well. In the context of legitimate interests, the German Art 
Copyright Act (Kunsturhebergesetz) and the associated case law can be used as a benchmark for the 
required balancing of interests. 

Overall, with regard to the practically relevant usage scenarios, it can be assumed that the recognizable 
depiction of individuals who do not belong to one’s close circle of friends and family will not be 
permissible under data protection law—except in rare cases involving legitimate interests—since 
informed consent cannot realistically be obtained. 
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I. Introduction 
In 2023, the Ray-Ban Meta AI Glasses were introduced—a wearable device that combines photo and 
video capture, including audio recording, with AI-powered features1 and direct integration with social 
media platforms. However, the AI features themselves were not made available on the European 
market until 2025. The Ray-Ban Meta AI Glasses (Gen 2) are currently the world’s best-selling smart 
glasses.2 They differ from conventional smart devices, such as smartphones, primarily in that they 
provide constant access to an AI assistant with visual capabilities without requiring the user to pick up 
a device to use it. Consequently, it is to be expected that Meta AI will be used via the glasses in a wide 
variety of situations without the people being filmed realizing this or the extent of the associated data 
processing. These particular characteristics have prompted the HmbBfDI to examine the technical 
characteristics of the glasses as well as the compliance of their use with data protection laws. 

This investigation focuses on the risks to affected third parties and the resulting requirements for users 
of the glasses. In particular, it examines how the AI training—which is activated by default using Meta 
AI interaction data—affects the data protection assessment. 

Background: In April 2025, Meta announced that it would train and further develop its AI models in 
the European Union using both public content from adult users of its services and users’ interactions 
with Meta AI.3 Public content includes, in particular, publicly accessible posts and photos on Facebook 
and Instagram. The questions, answers, and other interactions generated during the direct use of Meta 
AI are referred to by Meta—and hereinafter—as “Flywheel data.” Meta announced that it would begin 
using the public content of European users for AI training on May 27, 2025.4 

The use of the aforementioned data for AI training is structured as an opt-out process: The content is 
generally used for AI training unless users object. Objections can be submitted within the respective 
apps or via the forms provided by Meta for Meta Accounts, Facebook, and Instagram.5 No reason for 
the objection is required. An objection submitted after May 27, 2025, applies only to future training 
processes and does not reverse any AI training that has already taken place using the data. However, 
Meta only provides third parties—who appear in users’ public posts on social networks or whose data 
is collected as part of the glasses users’ interactions with Meta AI—with objection options6 that do not 
take effect retroactively and are significantly more cumbersome for the affected individuals to file.  

The training status is therefore of considerable importance for the technical and subsequent data 
protection investigation of the Ray-Ban Meta AI Glasses. Whether users have objected to the AI 

 
1 A more detailed description of the AI-powered functionality of the model under investigation is available here: 
https://www.meta.com/de/ai-glasses/wayfarer/ (last accessed: August 20, 2026). 
2 https://about.fb.com/news/2025/09/ray-ban-meta-gen-2-better-battery-life-video-capture (last accessed: 
August 20, 2026). The subject of this study is the predecessor model, the Ray-Ban Meta AI Glasses Gen 1. 
3 https://about.fb.com/news/2025/04/making-ai-work-harder-for-europeans (last accessed: August 20, 2026); 
see also https://transparency.meta.com/de-de/features/ai-at-meta-training-data (last accessed: August 20, 
2026). 
4 https://www.facebook.com/privacy/center (last accessed September 1, 2026). 
5 https://www.facebook.com/privacy/genai (last accessed August 25, 2026). 
6 See “Informationen zu Widersprüchen und wie du in Meta-Produkten Widerspruch einlegen kannst”. 
 https://www.meta.com/de-
de/help/quest/126192406164229/?srsltid=AfmBOooUXB6tH37PoeUd1wOqRf9J_hJfZLM4wz8CdRjxHfb0nEM_K
aOT (last accessed: August 20, 2026). 

https://www.meta.com/de/ai-glasses/wayfarer/
https://www.meta.com/de/ai-glasses/wayfarer/
https://about.fb.com/news/2025/09/ray-ban-meta-gen-2-better-battery-life-video-capture
https://about.fb.com/news/2025/04/making-ai-work-harder-for-europeans
https://transparency.meta.com/de-de/features/ai-at-meta-training-data
https://www.facebook.com/privacy/center
https://www.facebook.com/privacy/genai
https://www.meta.com/de-de/help/quest/126192406164229/?srsltid=AfmBOooUXB6tH37PoeUd1wOqRf9J_hJfZLM4wz8CdRjxHfb0nEM_KaOT
https://www.meta.com/de-de/help/quest/126192406164229/?srsltid=AfmBOooUXB6tH37PoeUd1wOqRf9J_hJfZLM4wz8CdRjxHfb0nEM_KaOT
https://www.meta.com/de-de/help/quest/126192406164229/?srsltid=AfmBOooUXB6tH37PoeUd1wOqRf9J_hJfZLM4wz8CdRjxHfb0nEM_KaOT
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training determines whether interaction data—and thus potentially also photos of third parties—will 
be used for the future development and improvement of generative AI models. The use of Meta AI as 
such is not deactivated or restricted by the objection. 

 

 

II. Methodology 
1. Subject of the Study 
This study examines the Ray-Ban Meta Wayfarer (Gen 1) model from 2023.7 Aside from use by so-
called content creators and influencers, professional use was not examined in detail. The use of these 
glasses generally involves the processing of third-party personal data. This is because, in most 
situations, the glasses’ camera is directed at third parties rather than at the users themselves. This 
regularly gives rise to liability under data protection law, which is examined below. The processing 
operations carried out by Meta are not evaluated. 

This analysis does not claim to be exhaustive, either from a technical or a legal perspective. 

 

2. Technical Analysis 
The Ray-Ban Meta Wayfarer (Gen 1) model was technically analyzed in a multi-stage testing process: 
The glasses were set up and put into operation in the IT lab. The analysis included installation, 
functional testing, an analysis of the AI features, and a hardware analysis. In the process, all relevant 
data flows, storage contents, and app data from the Meta AI app were systematically recorded and 
evaluated to the extent possible.  

As part of the technical analysis of the Meta AI app (version 229.0.0.29), the functionality of the glasses 
and the associated app, as well as the data flows between the Meta AI app and the Meta servers, were 
examined. The analysis is structured as follows: 

App Information: The information in the Google Play Store regarding the Meta AI app, version 
229.0.0.29, was reviewed. In addition, the APK (the file format used by Android-based operating 
systems for distributing and installing mobile apps) was unpacked, and the app’s manifest was 
examined.  

Analysis of Data Flows: The data flows were analyzed by capturing the HTTP communication data 
transmitted by the Meta AI app. To do this, the app was installed on a Google Pixel 7 smartphone 
running Android 13 and connected to the HTTP Toolkit software (8 ). The software captured the HTTP 
network traffic of the Meta AI app. 

 
7 To distinguish between the different models, see https://en.wikipedia.org/wiki/Ray-Ban_Meta (last accessed: 
August 20, 2026). 
8 Version 1.19. 

https://en.wikipedia.org/wiki/Ray-Ban_Meta
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Analysis of the smartphone’s application storage: The application data from the Meta AI app was 
saved from the smartphone to a test computer and reviewed. The analysis of the application storage 
focused on media created with the glasses, databases, and voice commands used. 

Examination of the memory chip on the glasses: The examination of the memory chip is described in 
Chapter III.4. 

Export of user and device data: A data request was submitted via the Meta Account Center to obtain 
further information on configurations and data points. 

 

3. Legal Analysis 
The legal analysis focuses exclusively on the role of the glasses users as data controllers within the 
meaning of the GDPR. The analysis is divided into three areas: “Photo and Video Functions,” “Use of 
Meta AI,” and “Use of Social Networks.” Within these three areas, the key data processing activities 
are first outlined. Next, data protection liability is examined. The report then examines whether—and, 
if so, which—legal bases apply to the processing activities.  

The legal assessment is based on the results of the technical analysis. In addition, publicly available 
information from Meta Platforms Ireland Limited (MPIL) was consulted; these sources are cited as links 
in the text and are appended to the final report in their respective versions.  
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III. Technical Analysis 
The following technical investigation examines individual sub-areas (1–5). A final section (6) 
summarizes the findings. 

 

1. Characteristics of the Glasses and the Meta AI App 
The Ray-Ban Meta AI Glasses feature a 12-megapixel wide-angle camera, 5 microphones, 2 speakers, 
32 GB of flash memory, a rechargeable battery, Wi-Fi and Bluetooth adapters, and a touch panel. The 
hardware is supplemented by sensors such as a gyroscope, which can track motion data. Central 
control and management are handled via the Meta AI app, which serves as an interface between the 
glasses, a smartphone, and the social networks Facebook and Instagram. 

The AI features essentially include on-device translation and the use of the Meta AI chatbot, which can 
be used for object recognition—among other things—via the built-in camera. Meta AI, in turn, can 
query external databases (such as weather information) to answer user questions and uses grounding9 
, for example with Bing search results. Social media integration allows for direct sharing of media 
content. All features can be launched hands-free via voice command (“Hey Meta” or “OK Meta”). 

 

a. Meta AI App 
The Meta AI app10 is the companion app for the Ray-Ban Meta AI Glasses. It allows you to pair the 
glasses with your smartphone, import media from the glasses to your smartphone, and share content 
with other apps. It is available on the Google Play Store and the Apple App Store. 

The Android app has the package name “com.facebook.stella.” 

The Meta AI app requests permissions to access, among other things, 
• the smartphone’s camera 
• Contacts 
• Location data (approximate and precise) 
• the smartphone's microphone 
• Call log 
• Phone functions 
• SMS/MMS (read, receive, retrieve) 
• Storage 
• Other, for example: 

o Read access to videos/image files 
o Establishing and disconnecting Wi-Fi connections 
o Retrieve Wi-Fi connections 
o Run on startup 

   
In addition, the app uses custom permissions required for interaction with other Meta apps: 

 
9 Grounding refers to the system-automated enrichment of a prompt with relevant information, e.g., from a web 
search. 
10 The Meta-AI app is installed on a smartphone. 
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• "com.facebook.wakizashi.provider.ACCESS" 
• "com.facebook.katana.provider.ACCESS" 
• "com.facebook.orca.provider.ACCESS" 

  
By granting these permissions, the Meta AI app gains access to features of other Meta apps stored on 
the mobile phone: 

• "com.facebook.orca" is the package name of the Facebook Messenger app 
• "com.facebook.katana" and "com.facebook.wakizashi" are the package names of the 

Facebook app 
 
 
b. Data Flow 
The network traffic generated by using the Meta AI app was recorded. The endpoints accessed were: 

• graph.facebook.com 
• ar.graph.meta.com 
• www.facebook.com 
• ar-genai.grap.meta.com → CNAME star.c10r.facebook.com 
• b-www.facebook.com 

 

HTTP network traffic to the endpoints listed above was encrypted in every case. Decryption was only 
possible for the endpoint b-www.facebook.com. 

Here, the path https://b-www.facebook.com/mobile/reliability_event_log_upload/ was repeatedly 
accessed with an HTTP POST request. HTTP POST requests are used to send data to a web server. 

The content of the POST requests was in multipart format, meaning that multiple data objects of 
different types were included in a single request. To enable the server to recognize the different 
objects, they are tagged with a defined marker. A type designation at the beginning of each data object 
specifies the type of the transmitted data record. 

The request path (mobile/reliability_event_log_upload/) indicates that this may be diagnostic data 
from the app. 

The content of the request also indicates that it consists of diagnostic data. The following is an example 
list of data objects that could be used not only for diagnostics but also for device fingerprinting: 

  
Content-Disposition: form-data; name="data[device_model]" 
Content-Type: application/binary 
Content-Transfer-Encoding: binary 
  
Pixel 7 
  
Content-Disposition: form-data; name="data[device_os_version]" 
Content-Type: application/binary 
Content-Transfer-Encoding: binary 
  

https://b-www.facebook.com/mobile/reliability_event_log_upload/
https://b-www.facebook.com/mobile/reliability_event_log_upload/
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13 
  
Content-Disposition: form-data; name="data[android_kernel_version]" 
Content-Type: application/binary 
Content-Transfer-Encoding: binary 
  
5.10.157-gd6584346874f 
  
-edf4c8b7-c8f1-4d22-b59b-34f3497346dd 
Content-Disposition: form-data; name="device_id" 
Content-Type: application/binary 
Content-Transfer-Encoding: binary 
  
e1b765a1-80a1-4d36-8a75-68033954d22a 
  
Content-Disposition: form-data; name="build_id" 
Content-Type: application/binary 
Content-Transfer-Encoding: binary 
  
773603341 
 
  

c. Application Storage 
During installation, the application directory /data/data/com.facebook.stella is created in the mobile 
phone’s storage. This directory contains the application and user data. 

The central database for this application is the SQLite database “StellaDatabase” in the /databases 
subdirectory. This database contains various tables that store and provide data for the application.  

Noteworthy are the tables named “face,” “face_group,” “face_low_confidence_pair,” and 
“face_to_face_group.” The obvious assumption that these tables are used for facial recognition could 
not be confirmed by the tests.11 Interactions with Meta AI are logged in the “interaction_log.db” 
database. The “entries” table contains 5 columns: _id, timestamp, event, event_data, interaction. 

The “_id” entry contains a sequential number. 

 

 
11 For facial recognition, see also Section III.6.e. 

Figure 1: face SQLite table Figure 2: ace_to_face_group SQLite table 
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The “timestamp” entry contains a timestamp in the format YYYY-MM-DD HH:mm:ss UTC, for example, 
2025-09-30 12:37:43. 

The “event” column likely contains the type of interaction, as one entry from the following list is stored 
there per row: “AssistantState,” “AssistantResponse,” and “Transcription.” 

The “event_data” column contains additional data about the event stored under “event.” This data 
appears to depend on the “event” type. 

The “interaction” column contains a UUID. This may serve as an index for all entries in the database 
that belong to a specific interaction. 

The following shows example database entries for an interaction (in this case, with the interaction 
UUID 8acfadc4-ad03-4867-bba3-5f1eef3655c9). 

 

_id timestamp event event_data interaction 

1128 September 
19, 2025, 
12:00:12 
PM 

AssistantState LISTENING 8acfadc4-
ad03-4867-
bba3-
5f1eef3655c9 

1129 September 
19, 2025, 
12:00:13 
PM 

Transcription <redacted> 8acfadc4-
ad03-4867-
bba3-
5f1eef3655c9 

1130 September 
19, 2025, 
12:00:13 
PM 

Transcription <redacted> 8acfadc4-
ad03-4867-
bba3-
5f1eef3655c9 

1131 September 
19, 2025, 
12:00:14 
PM 

Transcription <redacted> 8acfadc4-
ad03-4867-
bba3-
5f1eef3655c9 

Figure 3: face_low_confidence_pair SQLite table Figure 4: face_group SQLite table 
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1132 September 
19, 2025, 
12:00:14 
PM 

AssistantState PROCESSING 8acfadc4-
ad03-4867-
bba3-
5f1eef3655c9 

1133 September 
19, 2025, 
12:00:28 
PM 

AssistantResponse responseAction UNKNOWN 
responseText: In Hamburg, it is currently 
mostly cloudy with a temperature of 21 
degrees Celsius. Tomorrow will be partly 
cloudy, with a high of 27 degrees and a 
low of 18 degrees. isAnswerRequired: 
false 

8acfadc4-
ad03-4867-
bba3-
5f1eef3655c9 

1134 September 
19, 2025, 
12:00:28 
PM 

AssistantState FINISHED_PROCESSING 8acfadc4-
ad03-4867-
bba3-
5f1eef3655c9 

1135 September 
19, 2025, 
12:00:28 
PM 

AssistantState INACTIVE 8acfadc4-
ad03-4867-
bba3-
5f1eef3655c9 

  
 

"AssistantState" Event 

If an entry in the “event” column of the “entries” table has the value “AssistantState”, the value of the 
“event_data” column is always one of the following: 

• LISTENING  
Obvious meaning: The code word was triggered and the interaction was started 
 

• PROCESSING  
Implied meaning: The interaction is being processed 

 
• FINISHED_PROCESSING  

Implied meaning: Processing of the voice command is complete. 
 

• INACTIVE  
Implied meaning: The interaction is currently inactive, and the code word (for example, “Hey 
Meta”) must be entered again 

 
• READY  

Unknown meaning 
 

 
"Transcription" Event 

This event appears to trigger a database entry as soon as speech is transcribed. In any case, the 
“event_data” column contains the value “<redacted>”. 
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"AssistantResponse" event 

This may be the “response” from Meta’s AI chatbot, Meta AI, to a previously issued voice command. If 
Meta AI generated a response, it is entered in the “event_data” column.  

Example: 

responseAction UNKNOWN  responseText: In Hamburg, ist es derzeit meist bewölkt bei 21 Grad Celsius. 
Morgen wird es teilweise bewölkt sein, mit einer Höchsttemperatur von 27 Grad und einer Tiefsttemperatur 
von 18 Grad. (translation: In Hamburg, it is currently mostly cloudy with a temperature of 21 degrees Celsius. 
Tomorrow will be partly cloudy, with a high of 27 degrees and a low of 18 degrees.) isAnswerRequired: false 

  
The text in bold in the example above is played back audibly through the glasses’ headphones. The 
corresponding question (“Hey Meta, wie ist das Wetter in Hamburg heute?” / translated: “Hey Meta, 
what’s the weather like in Hamburg today?”) is not included in the database. 

Image files imported from the glasses are stored in the smartphone’s memory within the directory 
/data/data/com.facebook.stella/files/media. A directory is created for each imported image, for 
example, 2, 3, 4, and so on. 

 

2. Taking a Photo or Video 
When a photo is taken, it is first temporarily stored on the Ray-Ban Meta AI Glasses. After the photo is 
taken, the glasses create a thumbnail—a smaller, lower-resolution preview image. The thumbnail is 
transferred before the full photo is transferred as part of the synchronization process. The thumbnail 
is displayed in the app on the sync button. The thumbnails are also stored in the device’s memory. 

Once a transfer of the photos from the glasses to the smartphone is requested, the images appear in 
their original resolution in the Meta AI app’s folder. The app makes minor technical adjustments to 
these images—for example, cropping them to achieve the best possible composition—and then saves 
them in a separate folder under “Downloads” (Android). This can be verified by the fact that the 
original images from which the cropped versions were derived are still present on the smartphone. 
The app calculates the optimal composition by analyzing multiple images. The metadata for the original 
and optimized photos differs.  

Downloading the images from the glasses can be automatically triggered via a setting as soon as the 
glasses are placed back in the charging station (glasses case). This eliminates the need for active use of 
the Meta-AI app. Data is exchanged with the glasses via a Bluetooth connection. After the images are 
synchronized, they are no longer displayed in the app as being stored on the glasses. For better 
illustration, the process is shown in Figure 1.  
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Figure 5: Image and Video Capture Process 

 

3. Face Masking When Interacting with Meta AI 
As part of the investigation, the HmbBfDI sought to determine whether faces captured during the 
visual use of Meta AI12 are masked before being transmitted to Meta. This could not be clarified. On 
the one hand, images with masked faces were found in the app’s storage. However, these images had 
a timestamp indicating a time 2 seconds after processing by Meta. A definitive resolution of this issue 
was not possible due to the encrypted data transmission between the Meta AI app and Meta. 

 

 
12 Only the technical process of face masking is examined here. To do this, faces must first be recognized as 
objects in an image. However, this is not identifying facial recognition. That topic is addressed in Section III.6.e. 
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4. Glasses Hardware – Analysis of the Storage Unit 
The goal of the hardware analysis of the glasses was to read and analyze the data on the built-in 32-
GB flash memory chip.  

 

Figure 6: Glasses in their case  
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Figure 7: Open case with glasses 

 

 

Figure 8: Glasses prior to technical examination 
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5. Data Disclosure: Meta AI Account Center  
 On March 24, 2026, a data access request was submitted for the user set up in the Meta-AI app via 
the Meta-AI Account Center at the URL https://accountscenter.meta.com/.  

 

Figure 10: Menu for the data request 

  

The Account Center offers two options for requesting information. The option “All available 
information, except data logs and device logs” is preselected. If the option “Enable data and device 
logs” is also selected, an additional report is generated, which, however, takes up to 15 days to 
complete.   

https://accountscenter.meta.com/
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• Connection data 

• Interactions with Meta AI features 

• Technical system logs 

  

6.  Findings  
a. “Hey Meta” – Magic Word Recognition 

The glasses are primarily controlled by voice commands. In order for the glasses to respond to the 
user’s spoken input, the so-called magic word—13 “Hey Meta” or “OK Meta”—must first be spoken. 
Content spoken after the magic word is processed by the glasses and, if necessary, forwarded to Meta 
AI. 

The use of magic words is a common method also employed in smartphones and smart home devices 
(for example, “Hey Siri” or “OK Google”). However, this method requires that audio signals be 
continuously processed and scanned for the magic word. From a data protection perspective, it is 
therefore important that the recognition of such magic words functions as reliably as possible to 
prevent the glasses from unintentionally processing conversations. Through various tests, the HmbBfDI 
determined that magic word recognition is highly accurate. It was notable that the magic word was 
recognized only when spoken by the person wearing the glasses. This is likely due to the different 
orientations of the microphones. The glasses generally did not mistakenly identify similar-sounding 
terms as the magic word (so-called false positives). Only very similar or identical terms triggered the 
magic word recognition (for example, “Okay. Metamorphosis is really interesting.”). After such an 
unintended triggering of the magic word, the glasses were still able to detect that an unintended 
activation had occurred and deactivate voice recording again. 

b. Storage and Use of Voice Recordings (Voice Control) 
When setting up the glasses in the Meta AI app, users are asked whether voice recordings—that is, all 
verbal interactions with the glasses—may be stored. The collection of voice recordings is intended to 
be used for future AI training by Meta. This is where the European version of the Meta AI app differs 
from the U.S. version14 . 

The voice recordings can be listened to in the “Voice Activity Log”. Withdrawing consent to storage at 
a later date does not result in the recordings being retroactively deleted—at least not in the user’s 
Meta AI app. It simply means that no new voice recordings will be saved. 

c. Transcription 
Transcribed voice inputs are redacted in the mobile phone’s “StellaDatabase” mentioned above. Only 
clues regarding the original question can be inferred from the response corresponding to the input.  

 
13 Also referred to as a “wake word.” 
14 https://techcrunch.com/2025/04/30/if-you-own-ray-ban-meta-glasses-you-should-double-check-your-
privacy-settings (last accessed: September 2, 2026). 

https://techcrunch.com/2025/04/30/if-you-own-ray-ban-meta-glasses-you-should-double-check-your-privacy-settings
https://techcrunch.com/2025/04/30/if-you-own-ray-ban-meta-glasses-you-should-double-check-your-privacy-settings


 

Th e Hamburg Commiss ioner  for  
Data  Protect ion  and Freedom of  In formation  

 

  
  

 

 

34 
 

IV. Data Protection Assessment of Use 
1. General Information 

Subject of the following data protection assessment is exclusively the processing of third-party 
personal data when using Ray-Ban Meta AI Glasses. Many of the considerations in this analysis apply 
not only to Ray-Ban Meta glasses but also, in many cases, to smart glasses in general. In particular, 
when the term “smart glasses” is used below, it refers to arguments that can be generalized to the 
entire product category of smart glasses. The following assessment is limited to particularly relevant 
processing operations22 for which the glasses users are responsible, possible legal bases for the 
respective processing operations, and selected data protection aspects. The processing of users’ 
personal data by Meta is not the subject of this analysis. 

The usage scenarios examined below and the associated data processing include the creation of photos 
and videos as well as their transmission to the Meta AI app (Section 2. Photos and Videos), the use of 
Meta AI (Section 3. Data Processing When Using Meta AI), and the subsequent publication of the 
recordings on the social networks Facebook and Instagram (Section 4. Data Processing on Social 
Networks). Other features, such as simultaneous translation, are not examined below. 

a. Applicability of the GDPR 

aa. Applicability of the GDPR 
The GDPR applies to the processing of personal data wholly or partly by automated means and to the 
processing other than by automated means of personal data which form part of a filing system or are 
intended to form part of a filing system, Art. 2(1) GDPR. These conditions are generally met when using 
smart glasses. However, there are two important exceptions: Processing carried out in the course of a 
purely personal or household activity is exempt from the applicability of the GDPR (the so-called 
household exemption). In the case of journalistic, artistic, literary, or scientific purposes, Article 85 of 
the GDPR allows for the adoption of preferential provisions in the laws of Member States. 

(1) Household Exemption 
The so-called household exemption under Article 2(2)(c) of the GDPR excludes the processing of 
personal data by natural persons in the course of a purely personal or household activity from the 
scope of the GDPR. Recital 18 of the GDPR clarifies that this may also include activities on social 
networking and online activities, provided they are limited to the private or family sphere.  

The household exception must be interpreted narrowly. This is confirmed by the case law of the 
European Court of Justice23 , the guidelines of the European Data Protection Board24, and publications 
by the German Data Protection Conference (DSK) and the supervisory authorities25. The most 
important rules for determining the limits of the household exception are: 

 
22 In this respect, the report does not reflect the entire scope of processing operations. 
23 CJEU, Judgment of Dec. 11, 2014 – C‑212/13 (“Ryneš”); CJEU, Judgment of Nov. 6, 2003 – C‑101/01 
(“Lindqvist”); CJEU, Judgment of Feb. 14, 2019 – C‑345/17 (“Buivids”). 
24 EDPB Guidelines 3/2019 on the processing of personal data through video devices, Version 2.0, para. 12. 
25 For example, HmbBfDI, “Fotografie in der Kindertagesstätte,” 2025, p. 11, available at https://datenschutz-
hamburg.de/fileadmin/user_upload/HmbBfDI/Datenschutz/Informationen/250128_Information_Fotografie_in
_der_Kindertagesstaette.pdf. 

https://datenschutz-hamburg.de/fileadmin/user_upload/HmbBfDI/Datenschutz/Informationen/250128_Information_Fotografie_in_der_Kindertagesstaette.pdf
https://datenschutz-hamburg.de/fileadmin/user_upload/HmbBfDI/Datenschutz/Informationen/250128_Information_Fotografie_in_der_Kindertagesstaette.pdf
https://datenschutz-hamburg.de/fileadmin/user_upload/HmbBfDI/Datenschutz/Informationen/250128_Information_Fotografie_in_der_Kindertagesstaette.pdf
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2. Photography and Video Recording  
a. Processing Operations 

The first stage of the legal analysis involves the collection of personal data in the form of photos and 
videos (including audio) as well as their storage in the smartphone’s photo database/gallery 
(hereinafter: photos and videos). These processing operations largely correspond to those involved in 
video surveillance but are not identical in terms of the context of use (the surveillance purpose is 
absent). What both forms of video recordings have in common is that they are primarily directed at 
third parties who are within the camera’s field of view. The vast majority of photos and videos depict 
people other than the users themselves. The image data collected by the Ray-Ban Meta AI Glasses is 
initially stored temporarily in an internal cache within the glasses. During synchronization, the photos 
and videos are temporarily stored as part of the Meta AI app in a cache41, which is then automatically 
deleted. The personal data then remains both in the smartphone’s photo gallery and in the Meta AI 
app.  

For the purposes of data protection assessment, it is crucial that personal data of third parties may be 
processed. A connection to a specific individual may arise from the depiction of a person, their clothing, 
posture, behavior, the spatial context, items they are carrying, documents, license plates, bank cards, 
or workplace situations. Even without taking a photo, the processing of third parties’ personal data 
may occur, for example, if the user speaks to Meta AI about a specific, identifiable person and requests 
an assessment or analysis of that person. Merely specifically mentioning a particular person in the 
context of AI use can constitute the processing of personal data. 

b. Lawfulness of Processing 
Any processing of personal data must comply with the principles of data processing under Article 
5(1)(a) of the GDPR and requires a valid legal basis under Article 6(1) of the GDPR.  

aa. Principle of Transparency and Information Obligations 

The principle of transparency in Article 5(1)(a) of the GDPR states that personal data must be processed 
in a manner that is transparent to the data subject. This gives rise to practical consequences, which 
are set forth in the form of information obligations under Articles 12–14 of the GDPR and as data 
subject rights under Articles 15–22 of the GDPR. Thus, data controllers must provide data subjects with 
clear, understandable, and easily accessible information—for example, regarding the purpose for 
which the data is collected and who is responsible for the processing. Only in this way can data subjects 
make an informed decision regarding the processing of their data, adjust their behavior if necessary, 
and exercise their rights as data subjects. 

The Ray-Ban Meta AI Glasses—at least in the Wayfarer edition we tested—are designed so that 
outsiders cannot immediately tell that they are a video- and audio-capable device. The glasses are 
heavily inspired by the classic Ray-Ban Wayfarer design from the 1950s, which—in the classic plastic 
model—features metallic decorative elements in place of the camera (left) and the LED light (right), 
elements that are a hallmark of the Ray-Ban brand. Eyeglass frames have become increasingly diverse 
and eye-catching in recent decades, yet they have remained, in their function, a visual aid (in the case 
of prescription lenses) or sun protection. At a glance, the average passerby would therefore not 

 
41 See Section III.2. (Taking a Photo or Video). 
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3. Data Processing When Using Meta AI  
a. Processing Operations 

The following information pertains to the use of the Meta AI assistant while wearing the glasses. This 
includes, in particular, situations in which users activate Meta AI via voice command and ask a question 
about their surroundings, detected objects, or people nearby. In the course of this use—depending on 
the specific use case—visual and, where applicable, contextual information is processed to generate 
an AI-powered response. 

aa. Interactions with Meta AI 
Typical usage scenarios include questions such as “What am I looking at right now?”, “What is the 
name of the clothing the person in front of me is wearing?”, or “Why is this musician stepping on so 
many pedals?”. In these cases, the processing is not limited to the user’s interaction with the AI. Rather, 
depending on the function, image data and contextual information may be processed, from which 
conclusions about identifiable individuals can be drawn. In this regard, it is irrelevant whether faces 
are masked before transmission to Meta AI and how reliably this works.56 The personal reference in 
images or prompts is not eliminated merely by omitting the name or masking the face. Even if such 
measures are successful, other characteristics may still allow for identification.57 For the assessment 
under Article 4(1) GDPR, therefore, one must consider not individual data points in isolation but the 
entire context of the information. Not least, the capture and, where applicable, masking of faces 
themselves constitute the processing of personal data.  

Even without image capture, the processing of third parties’ personal data may occur, for example, 
when the user speaks to Meta AI about a specific, identifiable person. Merely specifically mentioning 
a particular person in the context of AI use can constitute the processing of personal data. 

bb. Transfer for the Purpose of AI Training 
With regard to processing operations, a distinction must be made between the use of Meta AI to 
directly answer a query and a transfer to Meta for any subsequent use of the data to train AI models58:  

Without AI training, the focus is on the collection of relevant information through the smart glasses, 
its further processing for analysis, and the generation of a response. If AI training is added, the severity 
of the infringement on fundamental rights associated with the processing changes. The data then no 
longer serves merely to provide a specific answer to a single query but is also incorporated into a 
development process. Meta refers to this AI usage data as “flywheel data”: The more everyday 
interactions that take place with the glasses, the more training data is generated; this data can in turn 
be used to improve the models. 

It must be assumed that personal data is not completely removed from the training data through 
appropriate preprocessing59 . In its Opinion 28/2024 on AI models60 , the EDPB explicitly points out that 

 
56 On the question of whether faces are masked before transmission, see Section III.3. (Face masking when 
interacting with Meta AI). 
57 See EDPB Guidelines 02/2026 on Anonymisation, Version 1.0. 
58 For information on AI training and the right to object, see Section I (Introduction). 
59 Measures aimed at anonymizing training data. 
60 EDPB Opinion 28/2024 on certain data protection aspects related to the processing of personal data in the 
context of AI models. 
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4. Data Processing on Social Networks 
The data processing operations involved in the use of social networks—primarily Meta’s own 
platforms, Facebook and Instagram—were not technically examined. In this regard, the data 
protection assessment is based primarily on the privacy policies published by Meta and applicable to 
the respective social networks:73  

The processing of recordings by Meta AI Glasses does not differ legally from the use of other AI-enabled 
devices with camera and video functions, such as a smartphone. However, for users of Meta AI Glasses 
who also have a social media account with Meta74, there are specific considerations, particularly 
regarding certain processing operations or the scope of their responsibility.  

The following section on data processing in social networks therefore highlights only select typical use 
cases for Meta AI Glasses and, in this context, particularly problematic legal issues regarding the use 
of recordings on the social networks Facebook and Instagram. 

a. Processing Operations 

aa. Disclosure, Provision, and Dissemination through Publication   
The disclosure, provision, and dissemination of personal data occur through the publication of content 
on social media in the form of public posts. This includes photos, videos, so-called Reels, and carousel 
posts, which may contain multiple photos and videos. Depending on the selected privacy settings, this 
content is visible and accessible to other social media users or even to the general public outside of 
the social networks.  

As a special form of disclosure and dissemination, Meta offers live streaming on Instagram and 
Facebook under certain conditions75 . This activity is characterized by the fact that users can broadcast 
their audio and/or video recordings in real time via the respective platform and interact directly with 
their followers. In this process, audio and/or video data is not necessarily permanently recorded but is 
transmitted in real time to third parties via the infrastructures of the aforementioned social networks76 
. A stream on Instagram or Facebook can be permanently shared as a “reel” after the live broadcast77 

 
73 In particular, the Privacy Policy, https://www.facebook.com/privacy/policy/ (last accessed September 2, 2026); 
 https://www.facebook.com/privacy/genai (last accessed: Sept. 2, 2026); Meta Platforms Technologies Products 
– Definition, available at https://www.meta.com/de/legal/meta-platforms-technologies-products/ 
(last accessed: September 2, 2026). Meta Platforms Technologies Supplemental Privacy Policy, available at 
https://www.meta.com/de/legal/privacy-policy/?srsltid=AfmBOooraBcDx3XYFWgk4T26-
cqXSMAwlta9scaP_VBBZ-FRPCbjNqFF (last accessed: September 2, 2026). 
74 This refers only to the social networks Facebook and Instagram, even though Meta’s portfolio also includes 
other social networks such as Threads, as well as the messaging services WhatsApp and Facebook Messenger, 
which also offer Meta AI features. 
75 Only Instagram users with a public account and at least 1,000 followers can start a live stream; see 
https://help.instagram.com/272122157758915/?helpref=related_articles (last accessed: September 2, 2026). 
Different terms apply to Facebook; see:  https://www.facebook.com/help/587160588142067?locale=de_DE 
(last accessed: September 2, 2026). 
76 According to Meta, this feature is only available on first-generation (Gen 1) Ray-Ban Meta AI Glasses; see 
https://www.meta.com/de-de/help/ai-glasses/1384089832459749/?srsltid=AfmBOoppsZHrQ7M7sgg_2wkF3 
swHJo6OHGGbpwxnfjzu4vfNpcmFU7-N  
77 See https://help.instagram.com/562982737951475/?helpref=related_articles&locale=de_DE (last accessed: 
September 2, 2026). 

https://www.facebook.com/privacy/policy/
https://www.facebook.com/privacy/genai
https://www.meta.com/de/legal/meta-platforms-technologies-products/
https://www.meta.com/de/legal/privacy-policy/?srsltid=AfmBOooraBcDx3XYFWgk4T26-cqXSMAwlta9scaP_VBBZ-FRPCbjNqFF
https://www.meta.com/de/legal/privacy-policy/?srsltid=AfmBOooraBcDx3XYFWgk4T26-cqXSMAwlta9scaP_VBBZ-FRPCbjNqFF
https://www.meta.com/de/legal/privacy-policy/?srsltid=AfmBOooraBcDx3XYFWgk4T26-cqXSMAwlta9scaP_VBBZ-FRPCbjNqFF
https://help.instagram.com/272122157758915/?helpref=related_articles
https://help.instagram.com/272122157758915/?helpref=related_articles
https://www.facebook.com/help/587160588142067?locale=de_DE
https://www.meta.com/de-de/help/ai-glasses/1384089832459749/?srsltid=AfmBOoppsZHrQ7M7sgg_2wkF3swHJo6OHGGbpwxnfjzu4vfNpcmFU7-N
https://www.meta.com/de-de/help/ai-glasses/1384089832459749/?srsltid=AfmBOoppsZHrQ7M7sgg_2wkF3swHJo6OHGGbpwxnfjzu4vfNpcmFU7-N
https://www.meta.com/de-de/help/ai-glasses/1384089832459749/?srsltid=AfmBOoppsZHrQ7M7sgg_2wkF3swHJo6OHGGbpwxnfjzu4vfNpcmFU7-N
https://help.instagram.com/562982737951475/?helpref=related_articles&locale=de_DE

